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Based on my experience supporting research security efforts for governments and research
institutions, | believe that new approaches and structures are needed as neither academia
nor governments have sufficient capacity, knowledge, resources (or priorities) to effectively
safeguard research against the multitude of risks and threats to the global scientific
enterprise posed by the PRC. Below is a discussion of some of the deficiencies that warrant
new methods to overcome them, followed by a framework for creating a new paradigm.

Increased vetting and due diligence efforts by Canadian universities, alongside guidance,
support, and threat information provided by government organs, are to be commended and
have undoubtedly improved Canada's research security posture. This vetting process is most
effective when evaluating formal cooperative agreements with PRC institutions. However,
knowledge gaps and structural impediments discussed below mean that many PRC entities
have not been examined closely to assess the level of national security risks they may pose.
This problem is particularly challenging concerning informal, international academic
exchanges and research collaborations. While informal collaborations are essential and
encouraged within the scientific research enterprise, they are difficult to monitor for risks
given their scale.

Risk monitoring of informal research collaborations is also challenging even when the
partnering PRC entities are widely known to represent national security risks. An illustrative
example is Canadian collaboration with two groups of PRC civilian universities that have a
primary, stated mission to support military research and defense industries. These
institutions are known as the “Seven Sons of National Defense” and the “Seven Sons of
Ordnance Industry” (two of these universities belong to both groups). The former group is
directly overseen by the State Administration for Science & Technology Industry for National
Defense, a PRC government organ responsible for implementing military-civil fusion policies.
All these universities work on classified defense programs, house departments and
laboratories (including designated “national defense key laboratories”) that work closely
with the People’s Liberation Army and Central Military Commission organs, and partner with
state-owned defense conglomerates. The latter group was previously under the supervision
of the then Ministry of Ordnance Industry and continues to conduct weapons R&D as part of
their core missions. While some STEM research conducted at these universities are in
civilian sectors or may lack obvious defense applications, it is prudent to assume that these
schools will pursue potential military applications as a matter of policy and thus represent
high national security risks concerning international collaborations.

The following table provides basic statistics on the number of articles published in 2021 or
later coauthored by researchers affiliated with a Canadian institution and at least one of
these PRC defense-focused universities.



‘Seven Sons of National Defense’ Universities Number of Articles with Canada-Based
Coauthors Published 2021 - 2023

Beihang University 385
Beijing Institute of Technology* 378
Harbin Engineering University 81

Harbin Institute of Technology 610
Nanjing University of Aeronautics and Astronautics 360
Nanjing University of Science and Technology* 206
Northwestern Polytechnical University 326
‘Seven Sons of Ordnance Industry’ Universities

North University of China 27

Chongging University of Technology 23

Changchun University of Science and Technology 43
Xi'an Technological University 11
Shenyang Ligong University 1

*Beijing Institute of Technology and Nanjing University of Science and Technology belong to both “Seven
Sons” groups.

The data in this table are admittedly a crude measure: there may be articles that name
coauthors from more than one of these PRC institutions and thus may inflate the total
number of articles (2,451) listed.1 These statistics also provide no indication of the nature of
these collaborations. Investigating the nature of these partnerships for over 2,400 articles
published within the past two years is a daunting task. It is also troubling that Canadian
institutions continue to collaborate extensively with these high-risk entities during a period
of increased scrutiny on research security issues by both the government and universities.

Additional Impediments to Safeguarding Research

China’s increasingly restrictive information environment, including denial of access to some
published academic literature, along with its efforts to obfuscate the missions, activities,

and associations of some institutions, complicate due diligence and risk assessments, and

it is unrealistic to expect individual research institutions can do this entirely themselves. This
challenge, combined with the aforementioned difficulties in monitoring the large scale of
informal collaborations with the PRC, means that we must face the uncomfortable truth that
many of the problematic collaborations with respect to ethical, national security, and
economic security risks simply go unchecked. It is both naive and dangerous to presume
Canadian and other allied nations’ research institutions and governments are sufficiently
capable of identifying, much less managing these risks on their own.

Furthermore, yawning knowledge gaps persist that handicap efforts by both governments
and research institutions. A non-exhaustive sampling of such knowledge deficiencies

1 These statistics were derived from queries in international publication data aggregator Dimensions by DigitalScience. This
excludes data on Chinese-language publications appearing in domestic PRC sources and may understate the actual
number of coauthored publications.



includes the following;:

e There are 100s, possibly 1,000s of subdivisions and laboratories at PRC civilian universities
and Chinese Academy of Sciences institutes that conduct defense research or develop
technologies that can improve or enable China’s mass surveillance operations and
corresponding human rights abuses. Most of these entities receive little scrutiny if they lack
a primary mission of supporting the PRC’s defense research and industrial base or public
security organs.

e Similarly, there has been little scholarship on identifying and assessing which PRC
institutions are research leaders in critical technology areas of interest to this Committee,
such as Al, quantum physics, biotech, etc., and of them, which ones also seek defense or
public security applications to that research.

e Alack of scrutiny on major PRC state-owned defense conglomerates. These firms control
hundreds of subsidiaries, some of which house research institutes or academies that act like
academic institutions and collaborate on research globally. Overseas-based researchers may
be focusing on commercial/civilian uses, but the PRC entities they partner with directly
support China’s defense industry.

o Insufficient scholarship on how PRC research institutions integrate with or support domestic
industries. Integration occurs in a myriad of ways. For instance, some universities are co-
managed by or have partnership agreements with state-owned enterprises, where students
and faculty directly support commercialization efforts and train future technicians for those
enterprises. Beijing University of Chemical Technology (BUCT), for example, is a top chemical
engineering school that is partially overseen by Sinopec: the university conducts research on
behalf of this large state-owned firm and the two entities share some personnel. Additionally,
some professors at research institutions concurrently serve as scientists, engineers, and/or
founders of technology firms while enjoying extensive international R&D collaborations in
their academic capacity, raising the risk of unknown technology or knowledge transfers that
solely benefit PRC enterprises.

e An unknown scale and scope of PRC talent programs that recruit overseas experts and
incentivize or task selectees to engage in activities that violate norms of transparency and
integrity in addition to the national and economic security threats these programs often pose.
Examples are selectees that bypass merit-based hiring processes of PhD students or
postdoctoral fellows by appointing specific individuals at the direction of the PRC, or failures
to disclose to their employers their positions, funding sources, or commitments to PRC
institutions.

Knowledge deficiencies are not the only impediments handicapping governments and
academia and examining all of them exceeds the scope of this response. However, a few
noteworthy examples that inform the need for new approaches include:

e FEarly-stage research conducted at technology firms or corporate-sponsored research in
academia receives little scrutiny, and risks to the security or integrity of that research are
rarely assessed.



e Some private foundations and companies have funded research in academia where the
sponsored researchers collaborate with PRC military organs, defense conglomerates, and
weapons laboratories, creating national security, export control, or reputational risks.

e Due diligence and risk assessments done by each research institution may be duplicative or
inefficient, and there are few structures, mechanisms, or incentives for individual institutions
to share detailed information or observed violations of transparency or integrity with the
broader research community.

Understanding the US government’s challenges within the research security space is also
instructive for Canada. The US government suffers from a dearth of Chinese language and
subject matter expertise, particularly concerning China’s global technology and knowledge
acquisition apparatus. National security-focused agencies have undervalued and under-
resourced the collection of publicly available information, which continues to handicap
government responses and information sharing. Similarly, a myopic focus on criminal activity
such as intellectual property theft or espionage, which understates the scale and
sophistication of the threats involved, limits both the understanding of and ability to mitigate
threats to our research and innovation ecosystem.

A New Paradigm

These challenges and knowledge deficiencies demonstrate that the problem set is simply
too large for a single organization, and possibly a single nation, to take on. This is a
collective action problem that requires building a consortium of organizations that can
collaborate and bring together unique capabilities. This can include many civil society
institutions, such as think tanks, NGOs, academic institutions, government-run laboratories,
private sector firms with unique data or analytic tools or services, and investigative
journalists. A new paradigm requires co-opting some of the resources and capabilities of
these existing “silos of excellence” - which have their own missions or mandates - to create
joint efforts on safeguarding research and innovation across allied democracies.

Given the variance in types and jurisdictions of organizations that could contribute to this
mission, it is unrealistic to expect that a single organization would be able to lead all efforts.
There are also potential legal considerations with respect to information sharing that may
limit the extent to which a single organization can materially contribute. This is where
disinterested parties, such as certain non-profits / NGOs may be able to play a key role given
their public benefit orientation. It is also important to have disinterested third parties provide
objective risk assessments to academic institutions, because those institutions may be
offered lucrative grants, contracts, or other resources from PRC entities that could bias
internal decision-making.

Supporting organizations would have to determine which lines of effort most closely align
with their objectives and perhaps seek approvals to expand their mandates to include
safeguarding research. Examples of lines of effort include, but by no means are limited to:



o Designing or delivering workshops, conferences, training courses, or other awareness-raising
activities

e Convening public and private forums to discuss or share challenges, best practices, etc.

e Creating or applying new technologies such Al/machine learning for data aggregation
purposes or trend analyses, or offering customized data tools

e Developing or refining risk assessment criteria, frameworks, and methodologies

e Addressing knowledge gaps on PRC entities through specific data collection and analysis,
research projects to create new information repositories, etc.

e Providing due diligence and risk assessment support to specific institutions requesting
assistance

e Publishing joint research studies by think tanks, academia, and NGOs

Some of these efforts are already underway, such as the convening of workshops,
conferences, and other awareness-raising activities, and have been gaining momentum
across Europe and North America. However, substantive projects requiring in-depth
expertise and/or technical capabilities are typically done by individual organizations if at all,
and they rarely involve joint efforts of multiple organizations. We must break down these
barriers. Governments can play an important role in incentivizing the organic growth of joint
projects (including cross-border projects) through financial resources or other supporting
infrastructures. Some philanthropic organizations can also sponsor such efforts, especially
foundations that promote technological innovation or democratic values and systems, or
seek to shed light on abuses of those systems.

The US National Science Foundation has been mandated by Congress to establish a new
research security organization? that may serve as a potential model where the government
provides resources and an organizational structure to support institutions of higher
education. However, as this structure has not yet been established, its effectiveness cannot
be evaluated at this time.

| recently established the Center for Research Security & Integrity (CRSI), a US-based non-
profit organization, to address many of these knowledge deficiencies and challenges and to
enable the organic growth of consortia building that is needed through public and private
partnerships. CRSI’s inaugural publication that examined risks to Germany's (and other
allied nations) research collaboration with China3 is a test case of how such partnerships
can work: a public university, in partnership with a private data and analytics firm, provided
no-cost access to a large dataset for analysis purposes; another NGO provided data
conditioning and analysis support; a think tank conducted a peer review and editing support
of the publication; and Mandarin linguists at a private firm assisted with supplemental due
diligence research. These types of collaborative projects need to proliferate, and both the
Canadian government and research institutions can play a critical role in such efforts.

2 “Dear Colleague Letter: A Request for Input on the Development of the U.S. Research Security and Integrity Information
Sharing Analysis Organization,” US National Science Foundation, May 4, 2023,
https://www.nsf.gov/pubs/2023/nsf23098/nsf23098.jsp

3 CRSI's inaugural publication can be found here: https://researchsecurity.org/wp-content/uploads/2023/01/Click-here-
to-download-the-full-publication.-Stoff-DrawingRedlinesFINAL.pdf



