
Should Democracies 
Draw Redlines Around  Research 

Collaboration with China?

Summary of Findings

A Case Study of Germany



The study catalogs scientific and engineering research collaboration between 
Germany (a substantial subset also includes European, US, and Australian collaborators) 

and China as a case study on assessing risks and identifying deficiencies within
current research security regimes.
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Purpose of Study

01.
Expand the knowledge base 
on entities of concern through 
due diligence research on over 
100 PRC entities of concern, 
including subsidiaries or 
departments, laboratories, and 
research centers. 

02.
Provide a methodological 
framework for conducting risk 
assessments using Sino-
German research collaboration 
as a case study that also 
involves European and US 
entities.

03.
Shed light on the scale and 
scope of problematic 
collaboration that shows how 
government, academic, private 
sector, and non-profit 
foundations across Europe  
and the US face national 
security and ethical risks.

04.
Recommend changes to rules 
and oversight concerning 
collaboration with China and 
create new paradigms on 
research security
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Additional Nation Coauthorship With PRC and GermanyMethodology
Survey and assess Sino-German (and other nations) scientific 
research collaboration through analysis of bibliographic data on 
science and engineering literature.

Data is based on articles published from 2016 – May 2022 that list 
Germany and PRC-based coauthors.

The full corpus of 
data included:

43,038
articles naming PRC and German-based 
coauthors

1,756
PRC organizations; however, some are 
subordinate to or subsidiaries of other entities

Coauthors also from US, UK, other European 
nations
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Key Assumptions

Non-PRC sources of funding are 
presumed to be directed to institutions

residing in their respective countries 
and earmarked for specific researchers 

and projects unless specified 
otherwise. We make no claims that 

democratic nations' institutions 
provided funding to PRC entities 

of concern.

Unless acknowledged explicitly in the 
publications, all research 

collaborations surveyed in this corpus 
are assumed to be informal, i.e., entail 
researcher exchanges and joint projects 
on fundamental research that are not 

part of formal agreements. 
We presume that employing 

institutions may not be aware of or 
require disclosures by their staff on 

many of these collaborations.

None of the academics, researchers, 
staff or their respective employers 
from democratic nations identified 

in this volume are accused 
of any wrongdoing, such as knowingly 

violating any laws or regulations in their 
home countries.

02.01. 03.
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Collaboration with

Highest Risk Entities

835 articles
naming Germany-based coauthors collaborating 

with PLA Entities
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PLA and CMC Entities Number of Articles with 
Germany-Based Coauthors

China Academy of Engineering Physics 283
National University of Defense Technology 157
Air Force Medical University 84
Second Military Medical University 81
PLA General Hospital 69
Army Medical University 35
PLA Information Engineering University 27
81st Hospital of PLA 15
PLA Army Engineering University 14
China Aerodynamics Research and Development Center 12
Air Force General Hospital PLA 7
307th Hospital of PLA 7
PLA (no subdivision named) 6
302 Military Hospital of China 6
Air Force Engineering University 5
PLA Academy of Military Science 5
PLA Navy General Hospital 5
Academy of Military Medical Sciences 4
Naval University of Engineering 4
General Hospital of Shenyang Military Region 3
Fuzhou General Hospital of Nanjing Military Command 2
General Hospital of Guangzhou Military Command 2
Naval Aeronautical and Astronautical University 1
PLA Army Service Academy 1
TOTAL PLA + CMC entities 835
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283 unique articles
name coauthors affiliated with 17 subdivisions of the 
China Academy of Engineering Physics (CAEP), 
China’s nuclear and advanced weapons R&D 
complex.

CAEP researchers have coauthored publications with 
69 German institutions since 2016.

Several of these CAEP divisions provide no indication 
in the publications that they are subordinate to CAEP.

Collaboration with

Highest Risk Entities
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CAEP Organs Number of 
Articles*

Beijing Computational Science Research Center 117
Institute of Applied Physics and Computational Mathematics 97
Center for High Pressure Science & Technology Advanced Research (HPSTAR) 56
Institute of Nuclear Physics and Chemistry 15
Institute of Materials 11
Institute of Fluid Physics (including the National Key Laboratory of Shock Wave and Detonation Physics) 10
Institute of Chemical Materials 9
Graduate School of CAEP 8
Science and Technology on Surface Physics and Chemistry Laboratory 4
Institute of Systems Engineering 4
Laser Fusion Research Center 4
Microsystem & Terahertz Research Center 4
CAEP (no subdivision named) 2
Institute of Applied Electronics 2
Software Center for High Performance Numerical Simulation 2
Institute of Electronic Engineering 1
Center for Fusion Energy Science and Technology 1
Shanghai Institute of Laser Plasma 1

*Some articles name more than 1 CAEP division; totals in this 
table are higher than the 283 unique articles.
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Sources of Funding + CAEP
Are these sponsors aware that researchers receiving funding are working with CAEP entities? 

Funding Source Credited Number of 
Articles

Deutsche Forschungsgemeinschaft (Germany) 102
Department of Energy (US) (including national laboratories) 42
European Research Council 28
National Science Foundation (US) 24
European Commission 13
Alexander von Humboldt Foundation (Germany) 10
Federal Ministry of Education and Research (Germany) 10
Helmholtz Association of German Research Centres 9
Swedish Research Council 7
German Academic Exchange Service 5
Max Planck Society (Germany) 5
Royal Society (UK) 5
Czech Science Foundation 4
Engineering and Physical Sciences Research Council (UK) 4
Forschungszentrum Jülich (Germany) 4
Department of Defense (US) 4
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Collaboration with 
PLA’s Premier Hypersonics

Facility
12 articles list coauthors from Germany (and several articles with 
coauthors from Australia, US, UK, and Russia) and CARDC. The 
articles make no mention of CARDC’s ties to PLA. 

Other names for CARDC:  

- Academy of Military Sciences (AMS) Aerodynamics Branch Institute

- AMS Aerodynamics Testing Base

- PLA 29th Testing and Training Base

- PLA Unit 63820

CARDC is located in the city of Mianyang, where most of CAEP’s facilities also 
reside. This is probably not coincidental.

China Aerodynamics Research and 
Development Center – CARDC 
(中国空气动力研究与发展中心) 

Some of these articles also 
include  coauthors from other PLA 

organs, including: 

- National University of Defense Technology, 
PLA’s premier S&T institute

- A PLA unit that constructs military positions for 
weapons research and testing and missile launch facilities

- PLA Army Service Academy / Army Logistics University

- A PLA Nuclear, Biological, and Chemical Weapons 
Defense Laboratory
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Democratic nation governments, private companies, and foundations that fund scientific 
research need to be aware of the potential national security, ethical, and reputational 

risks when their sponsored researchers are collaborating with PLA organs as this may go against 
their respective principles or missions.

Sources of Funding + PLA Collaboration
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Government Funders 
of Research Involving PLA 
Collaborations

Germany                                    
United States                            
EU / European Commission    

United Kingdom                        
Sweden                                      
Czech Republic

France
Portugal
Austria

Spain
Belgium
Denmark

The Netherlands
Switzerland
Finland

Italy
Slovenia
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Sampling of Companies, 
Foundations Funding Research 
Involving PLA Collaborations
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Germany, other European, and US-based researchers are publishing research with China’s largest 
state-owned defense conglomerates. These firms control dozens to hundreds of subsidiaries 
and research institutes. Most articles involve research institutes attached to subsidiaries of 

these firms. Overseas-based researchers may have commercial / civilian-use intent, but the PRC 
entities support defense R&D.

Collaboration with PRC Defense 
Conglomerates
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State-Owned Defense Firm Number of 
Articles

Aviation Industry Corporation of China (AVIC) 22
China Aerospace Science and Technology Corporation (CASC) 21
China North Industries Group Corporation (NORINCO) 15
China Electronics Technology Group Corporation (CETC) 12
China Shipbuilding Industry Corporation (CSIC)* 11
China State Shipbuilding Co. (CSSC)* 8
China South Industries Group 5

*CSIC merged with CSSC in late 2019
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Example A: 
Several articles involve collaboration with Beijing Aeronautical Manufacturing Technology Research Institute 
(BAMTRI), an AVIC subsidiary that falls under AVIC’s Manufacturing Technology Institute: “A comprehensive 
research organ specializing in aviation and national defense advanced manufacturing technologies and 
special use equipment development” including new airplanes, engines, cruise missiles, and related aviation 
equipment.

Collaboration with PRC Defense 
Conglomerates

Coauthors from BAMTRI and:

17



Example B: 

Collaboration with PRC Defense 
Conglomerates

2 articles have coauthors from Germany’s Aerospace Center (DLR) and CALT

5 articles involve collaboration with institutes of the China Academy of Launch Vehicle Technology (CALT), a subsidiary of China Aerospace Science & 
Technology Corp., and Austria, Czech Republic, and UK institutions (in addition to Germany). 

CALT is China’s largest R&D and production facility for space launch vehicles, liquid-fueled surface-to-surface missiles, solid-fueled surface-to-surface and 
submarine-launched ballistic missiles. CALT produces short-and medium-range ballistic missiles and intercontinental ballistic missiles, including those that 
can carry multiple nuclear warheads able to reach Europe and the U.S.
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Collaboration with High-Risk Entities: 
‘Seven Sons of National Defense’ + ‘Seven Sons of Ordnance Industry’

These civilian universities were formerly military 
academies or institutes of former defense 
industry ministries. Their primary missions 

within STEM disciplines are to support China’s 
defense R&D and industrial base. 

1. All house defense/weapons laboratories, conduct classified defense 
research, and extensively partner with state-owned defense conglomerates 
and the PLA

2. German, EU, and US governments and foundations fund researchers who 
collaborate with these entities

3. US Department of Defense also a funder, including: Air Force Office of 
Scientific Research, Army Research Office, DARPA, Office of Naval Research
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Seven Sons of National Defense Universities Number of 
Articles

Harbin Institute of Technology (哈尔滨工业大学) 651
Northwestern Polytechnical University (西北工业大学) 610
Beihang University (北京航空航天大学) 501
Beijing Institute of Technology* (北京理工大学) 446
Nanjing University of Science and Technology* (南京理工大学) 258
Nanjing University of Aeronautics and Astronautics (南京航空航天大学) 245
Harbin Engineering University (哈尔滨工程大学) 105

Seven Sons of Ordnance Industry Universities Number of 
Articles

North University of China (中北大学) 27
Chongqing University of Technology (重庆理工大学) 22
Changchun University of Science and Technology (长春理工大学) 20
Xi’an Technological University (西安工业大学) 12

*Beijing Institute of Technology and Nanjing University of Science and Technology are also part 
of the “Seven Sons of Ordnance Industry” universities 
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Collaboration with High-Risk Entities: ‘Seven 
Sons’ Universities
Over 3,000 articles name coauthors from Germany (and other nations) with at least 1 of these schools

- Some coauthors were visiting scholars at US Department of Energy labs (e.g., Lawrence Berkeley 
National Laboratory) who are employed at national defense key laboratories housed at ‘7 sons’ 
universities. Others were visiting PhDs / postdocs in Germany and coauthored articles while overseas, 
then continued collaborations with Germany upon their return to China.

- Researchers at 4 Harbin Institute of Technology defense laboratories coauthored publications with 
individuals from Australia, Canada, Denmark, France, Germany, Korea, Norway, Spain, UK, and US 
institutions. Some articles credit funding from PRC-government defense R&D programs.

- 5 articles list coauthors from Germany’s Federal Institute for Materials Research and Testing (BAM), an 
institute overseen by the Federal Ministry for Economic Affairs and Climate Action, and Beijing Institute of 
Technology’s State Key Laboratory of Explosion Science and Technology (an ordnance R&D laboratory). 
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Collaboration with High-Risk Entities: Xidian
University
Xidian University originated as a radio school of the Central Military Commission. Now a civilian university, it is extensively involved in military and 
intelligence programs (but not a ‘Seven Sons’ school). Examples of collaborations posing potential national security risks involve researchers from 
Xidian University’s State Key Laboratory of Radar Signal Processing (a national defense lab) and EU, German, Israeli, UK, and US entities:

A 2021 article naming coauthors from a German university involved research with applications in 
“shadow-aided moving target detection” using video synthetic aperture radar. The article states the research 
has “great potential in detection and tracking slow ground-moving targets.” 

A 2018 article discusses a “framework for extracting the instantaneous location of maritime moving 
targets using a passive multistatic radar.” The coauthors are affiliated with a UK university     
and a German satellite navigation company. Funding came from the European Space Agency. 

A 2017 conference paper discusses research on hearing aids. Coauthors are affiliated with German, 
Israeli, and US universities, as well as a US hearing aid company. The involvement of coauthors affiliated with 
Xidian’s defense radar lab shows the PRC’s interest in military applications.
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There are 58 universities co-supervised by the State Administration for Science & Technology Industry for National 
Defense (SASTIND), which oversees the PRC’s military-civil fusion and defense industry R&D policies. However, these universities’ 

level of support to the PRC defense R&D and industrial base varies significantly. Rigorous due diligence on departments, 
laboratories, research centers, and key personnel is required.

Collaboration with Moderate-to-High Risk 
Entities: SASTIND Universities

Our study examined three SASTIND-affiliated schools:

Institution Name

Shanghai Jiao Tong University (上海交通大学)
Xi’an Jiaotong University (西安交通大学)
Dalian University of Technology (大连理工大学)

Number of Articles

1,292
657
386
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Collaboration with Moderate-to-High Risk 
Entities: SASTIND Universities
These schools house national-level defense labs; partner with the PLA and major defense conglomerates; collaborate on research with most of the 
“Seven Sons” universities; and house other labs that oversee defense R&D projects but do not have formal defense designations.

Domestic partnerships include:

- Over 2,300 articles in corpus name these 3 universities and 

German institutions

- Researchers from officially designated defense laboratories at these 
universities have coauthored publications with researchers from 
Australian, Canadian, German, Japanese, Korean, Swiss, UK, and US 
universities and US Los Alamos and Argonne National Laboratories

24



There are over 100 institutes and laboratories subordinate to the Chinese Academy of Sciences (CAS), a central PRC 
government organ. Like SASTIND universities, these institutes’ level of support to defense R&D programs varies.

Collaboration with Moderate-to-High Risk 
Entities: CAS Institutes

Our study examined three CAS institutes:

Institution Name

CAS Technical Institute of Physics and Chemistry (中国科学院理化技术研究所)

CAS Shanghai Institute of Ceramics (中国科学院上海硅酸盐研究所)

CAS Institute of Mechanics (中国科学院力学研究所)

Number of Articles

57

49

29

These CAS institutes conduct classified defense research, partner with CAEP and defense firms, and collaborate with most of the “Seven Sons” universities

Example: There were 3 articles with coauthors from German universities and the CAS Institute of Mechanics State Key Laboratory of High-Temperature Gas 
Dynamics, which conducts military hypersonics research and houses a wind tunnel “that can reproduce 25-40 km altitude and Mach 5-9 flight conditions”
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Transparency & Integrity Risks
Some universities fail to disclose defense laboratories 
housed there on official English-language websites

Some articles credit funding sources from Germany, 
US, and other nations, but some of the defense-
associated PRC funding sources do not designate 
which coauthors/researchers were recipients

Many articles credit PRC state-sponsored talent 
programs as a source of funding support, but some 
do not specify which coauthor is associated with 
these programs

Northwestern Polytechnical University website is 
blocked: “Your IP is not allowed to visit this website!”
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Other inaccessible (or deleted) websites include: China 
Aerodynamics Research and Development Center; China 
Academy of Aerospace Aerodynamics (part of CASC); 
Marine Design and Research Institute of China (part of 
CSSC); some Xidian University subdivisions

Several institutes/subdivisions of CAEP do not mention 
any connection to CAEP under author affiliations

Several subsidiaries and research institutes of defense 
conglomerates do not indicate their parent organization 
on articles

04
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Transparency & Integrity Risks 
- Case Example

Screenshot of English-language webpage listing 1 lab or center at UESTC 
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Transparency & Integrity Risks 
- Case Example (contd.)

Screenshot of the Chinese-language webpage listing laboratories and centers at UESTC. The red arrow points to the 
official Chinese name of the only laboratory listed on the English webpage. A translation of the Chinese is the 

National Technology Key Laboratory on Anti-Interference Communications (also known as a defense key laboratory).
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Ethical Risks
Ethical risks associated with collaboration with PRC 

institutions have not been adequately explored; more attention 
and scrutiny from democratic nations are needed.

“We emphasize that technology should not be deployed in a way that violates individual human rights and 
democratic freedom such as authoritarian surveillance and oppression…we emphasize our responsibility 

to effectively ensure the continued freedom, openness, integrity and security of our research ecosystem, and 
the responsible use of technologies, together with the research community.”

(G7 Science Ministers’ Communiqué, June 2022)

Germany and other nations have coauthored 52 articles with the Chinese Academy of Sciences Institute of Automation, 
a leader in AI, machine learning, and neuroscience fields that simultaneously develops and commercializes mass 
surveillance technologies for PRC public security organs.

Some articles in the collected corpus relate to emotion recognition in speech, multiple-
person tracking, and facial recognition.
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Ethical Risks
Germany-based coauthors have published research with PRC Ministry of Public Security, Jiangsu Provincial Public Security Bureau, and People’s Armed 
Police organs. These party-state entities are key organizations that conduct mass surveillance and related oppression of PRC citizens. 

Some articles deal with research that appears benign in nature, such as public safety, but in principle, should this 
collaboration take place?

A non-technical survey of articles related to computer vision with potential mass surveillance applications identified over 450 articles. 
While many articles appear benign (e.g., industrial automation, robotics, and biomedical research) some have more obvious and sometimes explicitly stated 
surveillance applications. Abstracts of select articles describe AI/machine learning techniques that raise ethical questions within an authoritarian context. 
Topics include:

- crowd counting and object recognition in cluttered scenes

- voice activity detection and keyword spotting

- user location tracking and prediction through wireless communication terminals

- automatic object recognition for uncrewed aerial vehicles

- person detection and re-identification

- facial recognition and human pose estimation 
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Recommendations (I): Drawing New Redlines
New redlines must be drawn that restrict scientific research 
collaborations with certain PRC entities based on assessed risk. Moving 
forward, collaborations should be proscribed by default involving:

PLA and Central Military Commission organs, state-owned 
defense conglomerates, or civilian universities known as 
the “Seven Sons of National Defense,” the “Seven Sons of 
Ordnance Industry,” or Xidian University

Entities tied to the PRC’s Ministry of Public Security, 
People’s Armed Police, or local-level affiliates, such as 
provincial/municipal public security bureaus and policing 
organs

PRC entities violating norms of transparency: any PRC 
entity that fails to provide (or obfuscates) information on 
its research mission, structure, or key personnel, or if the 
entity removes or denies access to such information. 
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Waivers allowing select collaboration could be granted if a multi-level 
deliberative review process finds benefits outweigh the risks. A clear set of 
risk mitigations and safeguards (data access / governance, personnel, etc.) 
must be put in place.

In other areas, reviews and approvals should be required prior to any 
research collaborations if:

- The PRC entity poses moderate-to-high risk (e.g., select SASTIND 
schools and CAS institutes)

- The research has the potential for mass surveillance applications 
or other techniques of repression
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Problems with Current Research Security 
Efforts 

Despite commendable efforts and increased awareness by democratic nation governments 
and their research institutions to bolster policies and guidelines on research security aimed at addressing 

risks posed by the PRC, practicalities constrain policy implementation and the current level of 
oversight is wholly inadequate.

3. 
Research institutions’ lack of 
resources, subject matter 
knowledge, mission, or incentives 
to conduct robust due diligence on 
PRC research partners; it is 
unrealistic for democratic nation 
governments to place most of this 
burden and responsibility on 
individual research institutions and 
their faculty

4. 
Insufficient scrutiny on ethical 
implications of research that 
enables China’s mass surveillance 
capabilities and corresponding 
human rights abuses

1. 
A dearth of language and subject 
matter expertise on China and its 
technology and knowledge transfer 
apparatus within governments of 
allied democracies, including the 
U.S.

2. 
Frameworks for assessing risks that 
focus too heavily on criminal 
behaviors or export controls
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Recommendations (II): Creating New 
Paradigms on Research Security
Deficiencies and limitations of both 
governments and research institutions 
require a rethinking of roles and 
responsibilities concerning research security. 
We must build new collaborative paradigms 
for conducting due diligence and risk 
assessments.

Think tanks, NGOs, academic institutions, national laboratories, private sector firms 
with unique data or analytic tools or services, and investigative journalists, must 
collectively collaborate on research security issues 

Allied governments can provide additional resources and potential facilities through 
grants, contracts, appropriations, etc., that help develop new capabilities or facilitate 
the pooling of existing efforts

Non-profits and NGOs like the Center for Research Security & Integrity, in partnership 
with a consortium of other civil society institutions, can serve as a resource to research 
institutions on due diligence and risks assessments and hold private and public forums 
to collaborate, train a cadre of experts, build shared data collection and analysis tools, 
and publish assessments for both governments and research institutions

This consortium of non-government, disinterested parties can enhance trust and 
provide unbiased support to stakeholders in public and private sectors
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